ON-DEMAND LEARNING

OVERVIEW

With a shortage of skilled ICS/OT cybersecurity practitioners, industrial organizations need a way to build the
in-house expertise to effectively and efficiently monitor and protect the OT environment. To ensure your team has
the fundamental ICS/OT knowledge and proficiency with the tools they need, Dragos Academy helps to accelerate
your team’s understanding of industrial networks and your time to value with the Dragos Platform.
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BENEFITS TO SECURITY & BENEFITS TO
OPERATIONS LEADERS LEARNERS
CROSS TRAIN IT AND OT STAFF UNDERSTAND FUNDAMENTAL ICS CONCEPTS
> Operations and engineering staffers are > Learn about the various types of ICS

educated on key ICS/OT security fundamentals

> IT security and compliance personnel are
educatedon key considerations when working
in ICS/OT environments

ACCELERATE TIME-TO-VALUE WITH
DRAGOS PLATFORM

> Courses to teach your team the Dragos Platform
fundamentals, gain access to tutorials, and
operationalize vulnerability management,
monitoring, and detection workflows.

CONTINUOUS LEARNING AVAILABLE
ON-DEMAND

> Dragos experts continuously produce relevant,
easily understandable content to help enlighten
defenders and empower them to effectively and
efficiently protect your ICS/OT environments.

environments, as well as their functions
and compositions, and how they apply to your
facilities and sector.

DISCOVER RELEVANT DRAGOS PLATFORM
USE CASES

> Quickly understand how to use the solution to
perform tasks like building and maintaining an
assetinventory, assessing and prioritizing
vulnerabilities, and OT security monitoring.

ANYTIME, ANYWHERE ACCESS

> Available on desktop and mobile via the cloud
portal. Your progress in each module is saved as
you go so you can take interruptions in stride.

DIGITAL RECOGNITION

> Earn digital badges to share on professional social
profiles like LinkedIn upon completion of learning
objectives.

@ ;) ACCESS DRAGOS ICS EXPERTISE 24X7 @



https://www.dragosacademy.com/
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ACCESS
ANYTIME,
ANYWHERE

WWW.DRAGOSACADEMY.COM
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ICS SECURITY
FUNDAMENTALS

Introduction to ICS networks
Assessing the industrial environment
OT security operations, IR, and intelligence

Tools, strategies, and techniques for successful
hunting in ICS

Sector-specific considerations for electric, oil &
gas, manufacturing, water, transportation,
and mining

USING THE
DRAGOS PLATFORM

How to locate and tag assets

How to identify devices an asset is
communicating with

How to tune alert notification severity
How to search for vulnerable protocols
How to hunt for threats

To learn more about our on-demand and instructor-led training
options to upskill ICS/OT defenders, contact
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