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Crown Jewel Analysis (CJA) is an iterative process that works top-down to systematically
determine the physical & logical assets, data, and communication and control interfaces
required for primary system function. Knowing the specific devices required for operation
enables every aspect of vulnerability management, incident response, disaster recovery,

and where protection and detection should be prioritized.

The chemical industry is one of the world-largest manufacturing industries, and it is
central to several aspects of modern life. The main challenge is the diversity of products
and processes with unique operations and/or materials. From specialty chemicals produced
in liquid form to industrial gases, including plastics, polymers, and rubbers, the massive
amount of final products makes it challenging to establish defined groups for Crown Jewel
Analysis. Additionally, some ONG industries overlap with chemicals (e.g., polymers), adding

more variables to the examination.

Below is a simplified example of a Crown Jewel Analysis for the chemical industry. Categories
below arearbitraryand some products could be placedinmorethanone (ormany) categories.
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To request a Crown Jewel Analysis of your OT environment, email sales@dragos.com.
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