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Dragos OT-CERT: Free Cybersecurity Resources  
for the OT/ICS Community
Operational Technology (OT) environments are the backbone of industrial operations, and they face increasing 
cybersecurity risks that differ from traditional IT systems. Many organizations lack the expertise and resources 
needed to manage these threats effectively.

Dragos OT-CERT (Operational Technology - Cyber Emergency Readiness Team) was created to close this critical gap. Members 
gain free access to expert-driven OT cybersecurity resources designed to help build, mature, and sustain resilient industrial 
operations. While OT-CERT was created specifically to assist small and medium industrial organizations, many OT-CERT 
members from large organizations also find OT-CERT valuable for enhancing or building their OT cybersecurity programs.

Membership
OT-CERT membership is open to industrial organizations worldwide, regardless of size, as well as systems integrators and 
engineering firms. The program is especially valuable for resource-constrained organizations, such as small and medium-sized 
businesses, that lack dedicated OT security teams as well as access to security expertise and financial resources. 

Dragos OT-CERT is designed to provide these organizations with the guidance, insights, and tools they need to build and 
strengthen OT cybersecurity for more resilient operations.

Membership Benefits
Other organizations instruct the community on what to do—OT-CERT provides the how, with toolkits, templates, 
demonstration videos, and even a free OT tabletop exercise. All resources are available in the exclusive, members-only  
OT-CERT portal.

•	 Best Practices & Guidance: Access practical resources in the OT-CERT portal to build or strengthen  
OT cybersecurity programs.
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When you think of our mission of Safeguarding 
Civilization…it’s not ‘safeguard the companies that can 
drive revenue fastest’…we should provide answers for 
all organizations within our community, including the 

smallest and most underserved companies.

	 Dragos CEO & Co-Founder Robert M. Lee

Our Growth and Impact
Since its launch, OT-CERT has evolved into a global 
community uniting industrial organizations committed to 
advancing OT cybersecurity. With thousands of members 
representing every critical infrastructure sector, ranging 
from asset owners and operators to systems integrators 
and engineering firms, OT-CERT empowers organizations  
to strengthen defenses, enhance maturity, and exchange 
best practices.



About Dragos, Inc. 

Dragos, Inc. has a global mission to safeguard civilization from those trying to disrupt the industrial infrastructure we depend on every day. Dragos is  
privately held and headquartered in the Washington, DC area with regional presence around the world, including Canada, Australia, New Zealand, Europe, 
and the Middle East. Learn more about our technology, services, and threat intelligence offerings: request a demo or contact us.
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Resources

OT-CERT provides free, actionable resources to support 
organizations of all sizes at any stage of their OT 
cybersecurity journey. All resources are built around the 
SANS 5 Critical Controls for ICS Cybersecurity, forming 
the foundation for effective OT cybersecurity programs. 
Members gain access to:

Cybersecurity Maturity Assessment – 
Evaluate and track your OT security posture.

Self-Directed OT Ransomware Tabletop 
Exercise - Work through a realistic ransomware 
scenario when you’re not under the stress of an 
active OT incident, so that you can take the steps 
to address any gaps you might find as a result.

Toolkits & Demonstration Videos – Content 
created specifically for the OT-CERT community 
with practical, step-by-step instructions.

Best Practice Guidance & Blogs – Practical 
recommendations from industry experts for 
organizations in the “Crawl” stage of a Crawl, 
Walk, Run OT cybersecurity journey.

Video Discussions – Learn from live and on-
demand sessions presented by Dragos experts in 
OT-CERT monthly virtual working sessions.

New resources are added to the OT-CERT portal on a 
continual basis, ensuring your team has access to a growing 
selection of guidance and resources.

•	 Educational Content: Build internal expertise through 
training, awareness materials, and maturity-building tools 
available in the OT-CERT portal.  

•	 Community Collaboration: Connect with peers and 
Dragos experts in monthly virtual working sessions 
for training on new OT-CERT resources and interactive 
discussions on topics raised by members or Dragos 
experts, including lessons learned, current threats, 
vulnerabilities, and case studies to enhance resilience 
across the OT ecosystem.

•	 OT-CERT Cohort: Participants have access to a  
one-year program where they attend a one-hour virtual 
session every two months, learn how to use specific 
OT-CERT resources, then apply those resources in their 
organization before the next session.

Become A Member

Membership is quick, easy, and open to organizations 
globally, giving you immediate access to valuable OT 
cybersecurity resources and insights.

Visit our website and complete the registration form. 
Applications are reviewed to ensure that members are 
industrial asset owners or operators, systems integrators, 
or engineering firms. Once you are approved, you’ll receive 
a welcome email with instructions on accessing the  
OT-CERT portal and joining the monthly working sessions.

Discover more about Dragos OT-CERT and register your interest at: dragos.com/community/ot-cert.

https://www.dragos.com/request-a-demo/?utm_source=dragos_content_asset&utm_medium=or%5B…%5Dcontent_asset_demo_request&utm_term=dragos&utm_content=dragos
https://www.dragos.com/contact/?utm_source=dragos_content_asset&utm_medium=organic_s%5B…%5Dn=contact_us_content_asset&utm_term=dragos&utm_content=dragos
https://www.dragos.com/insights/five-critical-controls
https://www.dragos.com/community/ot-cert
http://dragos.com/community/ot-cert

