
CROWN JEWEL ANALYSISSYSTEM OWNER

CRITICAL SYSTEM OR SUBSYSTEM

CRITICAL FUNCTION 
OR SUB-FUNCTION

CROWN
JEWELS

CRITICAL COMPONENTS

CONTROLLERS

SECTOR: WIND POWER GENERATION

ELECTRIC UTILITY

WIND POWER
GENERATION

Specific provider within an industry discipline, geographic 
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Represented by their direct interconnection 
between the logical and the physical network.
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Critical data, logical assets and/or communication 
and control interfaces required to exercise control 
over components, and thus, functions 

WIND FARM/PARK CONTROL SERVER

OPERATOR WORKSTATIONS

RTUs

SCADA SERVERS

PLCs

CROWN JEWELS

Crown Jewel Analysis is an iterative process that works top-down to 
systematically determine the  physical and logical assets, data, and communication 
and control interfaces required for primary system function. Knowing the specific 
devices required for operation enables every aspect of vulnerability management, 
incident response, disaster recovery, and where protection and detection should be 
prioritized. Below is a simplified example for wind power generation.
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Required principal tasks of a system such as heating, 
cooling, exchanging, pumping, separating, compressing, 
distributing, storing, etc.
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Shown here are examples of physical and logical devices that are representative of these levels of the model. These will be unique for 
each industrial environment and each individual Crown Jewel Analysis being performed.
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