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Crown Jewel Analysis is an iterative process that works top-down to
systematically determine the physical and logical assets, data, and communication
and control interfaces required for primary system function. Knowing the specific
devices required for operation enables every aspect of vulnerability management,
incident response, disaster recovery, and where protection and detection should be
prioritized. Below is a simplified example for wind power generation.
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Shown here are examples of physical and logical devices that are representative of these levels of the model. These will be unique for
each industrial environment and each individual Crown Jewel Analysis being performed.
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