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Crown Jewel Analysis (CJA) is an iterative process that works top-down to systematically
determine the physical & logical assets, data, and communication and control interfaces
required for primary system function. Knowing the specific devices required for operations
enables every aspect of vulnerability management, incident response, disaster recovery,
and where detection and protection should be prioritized.

Building Automation Systems (BAS) are commonly found in Data Centers to handle the
work of managing and recording data for managing various building systems. Additionally,
BAS administrators can adjust the operation of these systems automatically to maximize
the uptime and the operating efficiency. There are a few areas where BAS can play an
important role in the data center.

Below is a simplified example of a Crown Jewel Analysis for typical building automation
systems found within a co-location data center. Categories below are somewhat arbitrary
and some products could be placed in more than one (or many) categories.
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To request a Crown Jewel Analysis of your OT environment, email sales@dragos.com. D R /\G @
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